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Objectives/Background

This procedural directive directly supports the NMFS Video Conferencing Policy (32-109) and
outlines specific technical procedures for the proper use of Video Teleconferencing systems for
NOAA Fisheries.

Goals and Objectives
Ensure consistent implementation of video teleconferencing activities for NOAA Fisheries.

Coordination

Lack of proper coordination with the intended participants is the major cause of the delay
of numerous video conferencing calls. Since the technical staff in the Headquarters or in
the field are not fully aware of the participants, we are asking that the conference chair be
the person responsible for notifying his/her local technical representative of the local
video equipment, and all the intended participants of the meeting. Similarly, the meeting
requester will also be responsible for making sure that all rooms are reserved in each
participating location and notifying all parties of any cancellations or rescheduling. Over
50% of the video conference calls are canceled or rescheduled.

Configuration Management

Configuration Management of the video conferencing enterprise network will be
administered by the Enterprise Change Control Board (ECCB) . Any proposed
configuration change or addition to the enterprise network will be submitted and follow
the ECCB Process.

Device configurations will be maintained by the Tandberg Management System (TMS)
and sampled on a weekly basis. Unauthorized configuration changes will have a negative
effect on the stability of the Enterprise VTC service and should be minimized. The
NMFES OCIO VTC staff will revert unauthorized configuration changes back to the prior
(approved) configuration.

Scheduling

All video conferences are scheduled by contacting the NMFS HQ Service Desk at 301-
427-8888 or e-mail to nmfs.servicedesk@noaa.gov.

There are three VTC-enabled conference rooms available at Headquarters. The large
conference room 14836 (seats about 20) can be reserved through the Front Office
Administrative Assistant at 301-427-8054. The thirteenth floor conference room 13836
(seats 15 comfortably) can be reserved through the Protected Resources administrative
assistant at 301-427-8511. The third floor conference room 3404 (seats 15 comfortably)
can be reserved through the H Office of the C1O Executive Assistant at 301-427-8800.

When requesting a video conference, you must download and fill out the Meeting Setup
Form. Email the completed form to the nmfs.servicedesk@noaa.gov (Hard copies of the
forms are also available at the NMFS HQ Service Desk)
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* Please remember when scheduling rooms to add an additional 30 minutes to the start
and end of your conference to allow for setup and completion of your conference.

If there will be more than one person/site calling in by voice there will need to be a voice
conference call added to your conference. Contact the NMFS-HQ Service Desk if you
need assistance.

Connection and Sound Check:

For all conferences other than the F-call, the connection will be established 15 - 30
minutes prior to the scheduled video conference.

The HQ video technician will then conduct a test of the audio and video quality with the
technicians at each of the participating sites.

Call in Progress

The Service Desk technician supporting the F-Call will remain in the conference room
for the duration of the call to monitor connection fidelity, respond the issues that may
arise during the call, and operate the camera. Participating sites who are disconnected
from the in-progress call will be advised to dial into the audio bridge, to avoid disruption
to the in-progress call.

HQ Support

Computer video interface capability is available. This allows for the interface of any PC
to the system, for the purpose of delivering computer-based presentations over the video
conferencing system.

Conference chairs will be briefed on the use the video equipment.

Implementation Guidelines

HQ F-Call Support

Overview
1. Meeting Location is SSMC3 14836 Conference Room
2. Date & Time

a. Meeting recurs every Tuesday afternoon, 1:00pm — 2:00pm ET
b. Meeting setup occurs at 12:00pm ET
3. Roles and Responsibilities
a. OCIO / Headquarters Roles
i. OCIO Management
1. Attends meeting
2. Acts as OCIO lead for VTC call management
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a. Oversees meeting setup and hosting
b. Acts as intermediary between Technical Meeting Host,
Meeting Coordinator, and Meeting Operator,
communicating technical issues
Escalation point for NMFS senior management

ii. Meeting Coordinator

1.

2.

3.

Sends e-mail to Local VTC POCs to convey meeting
procedures and contingencies the day before the meeting
Prepares the F-Call Meeting Checklist the morning of the F-
Call meeting

Works in conjunction with Meeting Operator, off-site, to
monitor Video Teleconference (VTC) site connectivity during
meeting and advise Local VTC POCs on contingency
measures when technical issues arise

iii. Meeting Operator

1.

2.
3.
4

Establishes VTC Bridge and connects field sites

Connects Telephone Bridge to VTC bridge

Facilitates audio/visual checks

Monitors fidelity of VTC from muted endpoint connection and
MCU

Assists with troubleshooting connectivity issues prior to
meeting start

iv. Technical Meeting Host

1.
2.

7

Physically stages meeting area

Initializes SSMC3 14836 Conference Room VTC system and
verifies connection to NMFS VTC bridge

Verifies connection to Audio and VTC bridge

Conducts pre-meeting visual and audio check with Local VTC
POCs

Assists Local VTC POCs with troubleshooting connectivity
issues prior to meeting start

Operates camera during meeting, i.e., pan and zoom to current
speaker

Escalates issues to OCIO Management, as-needed

b. Regional Office and Science Center Roles
i. Local VTC POC

1.

Coordinates with F-Call attendees or their support / admin staff
to confirm meeting attendance.

By COB the day before the F-Call meeting, provides
confirmation via email to the Meeting Coordinator of attendee
and VTC unit participation for F-Call meeting.

Ensures VTC equipment is powered on and functional
Performs audiovisual check with HQ Technical Meeting Host
at designated check-in time


https://docs.google.com/a/noaa.gov/spreadsheets/d/1IsH7omGuhTCyUVp9GRhUOFbe7SeOQHk6X8pGpL5acSw/edit#gid=936332847
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5. Provides local meeting participant(s) with audio bridge dial-in
information and conveys “dropped call” procedures outlined in
e-mail communique

6. Serves as point of escalation for HQ Meeting Operator,
troubleshooting technical issues affecting the local endpoint

ii. Regional IT Coordinator (RITC)

1. Provides oversight of Local VTC POC and participate in after-
call debriefing sessions, as needed

2. Acts as escalation point if Local VTC POC is unavailable

Pre-Meeting Activities

Meeting Coordinator Actions - one day prior to meeting start

1.

Determine if Science Board meeting will commence immediately following F-Call,
and communicate status to Meeting Operator
Confirm audio (phone) bridge number has not changed. If conference number
changes, documentation and e-mail notification template should be updated, and new
number communicated to Technical Meeting Host and Meeting Operator
Confirm primary POC on network team, to whom NMFS VTC bridge connectivity
issues can be escalated. Provide name and phone numbers of POCs to Technical
Meeting Host and Meeting Operator
Summary of information to be communicated to Technical Meeting Host and
Meeting Operator prior to meeting setup

a. Finalized list of meeting attendees

b. Status of Science Board VTC, which immediately ensues F-Call

c. Current audio bridge #, participant code and host code
Update and send the below email to NMES VTC F-Call distribution group one day
prior to the F-call, updating time zone to EST or EDT, as appropriate:

From: [Meeting Coordinator]
To: [Meeting distribution list],
CC: NMES.VTC.Support@noaa.gov

As you are aware, the weekly F-Call will occur tomorrow at 1:00pm EDT. To best support this
call to the standards of our executive attendees, it is prudent for our offices to work in
partnership. Together, we can contribute to the success of the meeting. Below, | will call out our
respective responsibilities to ensure the success of this call:

Local VTC POC Responsibilities:

-> By COB today, email NMFS.VTC.Support@noaa.gov to confirm site participation
in the call and VTC unit ID to be used for the call.
-> By 12:00pm EDT tomorrow:



https://ui.nems.noaa.gov/bin/display?dn=cn%3d_NMFS%20VTC%20F-Call,ou%3dGroups,o%3dnoaa.gov
mailto:NMFS.VTC.Support@noaa.gov
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o Ensure you notify NMFS.VTC.Support@noaa.gov of any changes to
participation. The NMFS VTC Ops team will make every effort to accommodate
unanticipated changes that occur up to 12:30pm EDT, but cannot guarantee the
ability to support VTC participation. You should set expectations with the
attendee that their participation will likely be teleconference only for any changes
after 12:00pm EDT.

o Confirm the room and unit are ready by checking the lights are on in the
designated room, the camera is properly adjusted for participants and the VTC
equipment is operational. This should allow for ample time to troubleshoot any
issues that may arise.

= By 12:30pm EDT tomorrow, be available for the pre-meeting checks with OCIO
NMFS VTC Team.

- If your site is unable to connect via video by 12:45pm or drops VTC connection
during the meeting, ensure you or the meeting participant connect to the below
audio bridge number and participant code to attend the meeting.

o 1-877-512-3581

o Participant Code: 888454

OCIO NMES VTC Team Responsibilities:

-> By 10:00am EDT tomorrow, update the "NMES VTC Support Tracking" spreadsheet with
units scheduled to connect.
- At 12:30pm EDT, start the pre-meeting check of video and sound quality with attending
sites, working with the Local VTC POCs.
= Ensure that connectivity troubleshooting is promptly ended at 12:45PM EDT, as to not
impose on the meeting start time.
If you have any questions or concerns, please do not hesitate to call me. We appreciate your
assistance and look forward to seeing you at the meeting.

Meeting Setup - Starting the morning of the F-Call

Meeting Coordinator Actions

1. Contact any Local VTC POCs and , as needed, RITCs for any Local VTC POCs
who did not confirm attendance by COB the day before the call.

2. Provide updated list of meeting attendees and the updated F-Call Checklist to
Meeting Operator one hour prior to meeting start by updating the Connection
Schedule for Upcoming Calls and F-Call Checklist tabs of the "NMFS VTC
Support Tracking" spreadsheet.

Meeting Operator Actions

1. Register Site VTC units to NMFS Gatekeeper (as needed)
a. Review Attachment 2 to identify any participant units that are not
registered to the NMFS Gatekeeper.


https://docs.google.com/a/noaa.gov/spreadsheets/d/1IsH7omGuhTCyUVp9GRhUOFbe7SeOQHk6X8pGpL5acSw/edit#gid=1095272952
https://docs.google.com/a/noaa.gov/spreadsheets/d/1IsH7omGuhTCyUVp9GRhUOFbe7SeOQHk6X8pGpL5acSw/edit?usp=sharing
https://docs.google.com/a/noaa.gov/spreadsheets/d/1IsH7omGuhTCyUVp9GRhUOFbe7SeOQHk6X8pGpL5acSw/edit?usp=sharing
https://docs.google.com/a/noaa.gov/spreadsheets/d/1IsH7omGuhTCyUVp9GRhUOFbe7SeOQHk6X8pGpL5acSw/edit?usp=sharing
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From a Windows PC, Remote Desktop to TMS server: 155.206.4.10
Open web browser on TMS server and browse to IP address of end-point
unit
i. Include link to spreadsheet containing IPs
ii. Include link to login credentials
Click on System Configuration link
Take screenshot of current settings
Browse to H323 tab and apply the following settings:
I. Call setup mode: Gatekeeper
Ii. Gatekeeper discovery: Manual
lii. Gatekeeper IP: 155.206.4.11

2. Initiate VTC Call to Particpaing Endpoints and telephone Audio Bridge

a.

® o0 o

s@a -

From a web browser, navigate to MCU: http://155.206.4.15
I. Link to login credentials
Click Conferences link
Click F-Call link under Active Conferences section
Browse to Participants tab and click Add Participant button
Scroll down to Endpoints section and select desired endpoints by clicking
applicable checkboxes
Click Call Selected button
Verify desired endpoints have successfully connected
Manually connect to ISDN sites (if needed)
i. Navigate to Conferences -> F-Call -> Participants tab
ii. Inthe Address field, enter 861 + ISDN# for endpoint, Example:
8617001259770
iii. If endpoint requires an extension to be entered, add two commas
after the ISDN# followed by the extension, Example:
8617001259770,,6003
iv. Click Call Endpoint
Connect VTC bridge to Audio Bridge
i. Dial out to Audio Bridge using Meeting Operator telephone
1. 1-877-512-3581
2. Leader Code: 468930
ii. In MCU, Navigate to Conferences -> F-Call -> Participants tab
iii. Inthe Address field, enter 86 + Meeting Operator telephone
number, Example: 863014278860
iv. Click Call Endpoint
v. Answer call on Meeting Operator telephone, then press Conference
Join button on phone to connect Audio Bridge to VTC bridge;
phone should be muted and uncradled

3. Mute Operator Endpoint
a. Mute audio

i. Navigate to Conferences -> F-Call -> Participants tab
ii. Click mute icon next to operator endpoint (screenshot)


http://155.206.4.15/
http://155.206.4.15/
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b. Mute video
i. Navigate to Conferences -> F-Call -> Participants tab
i. Click link for operator endpoint (screenshot)
iii. Navigate to Camera tab
iv. Click mute video icon under controls column (screenshot)
4, Configure VTC view for “Hollywood Squares” perspective prior to meeting start
a. Click Conferences Link
b. Click F-Call link under Active Conferences section
c. Click Custom Layout tab and select Layout 9 (12 square view)
I. If there are fewer than 10 meeting participants, select Layout 3 (9
square view)
d. Ensure Make New Participants See This View is checked under Current
Status
e. Click Configuration tab
f. Next to Automatic lecture mode, select Disabled on drop down menu
g. Click Update conference button at top/left or bottom/left of screen
5. Ensure VTC view is configured for “Lecture mode” perspective upon meeting
commencement
a. Click Configuration tab
b. Verify Automatic lecture mode is set to Type 1
c. Click Update conference button

Technical Meeting Host Actions

1. Physically Stage Meeting Area
a. Close meeting doors and ensure they are locked, to facilitate private, no-
pressure setup environment
b. Turn room lights on
Straighten and organize all chairs, placing 4-5 chairs across the back row

d. Use wall plate control panel, located on left side of room (when facing
windows) to lower the blackout window covers



NMFSPD 32-109-01

2. Initialize VTC Unit and Setup Cameras
a. Remove the system remote controls from the cabinet adjacent to control
panel for window covers
i. Touchscreen Crestron tablet — main control for the VTC
equipment
ii. Silver Tandberg remote — alternate remote for connecting to VTC
site/bridge, operating camera and regulating volume
b. Power on tablet and select Start a Video Conference option, which
should lower projector screens, projector, activate VTC and display
camera image on both screens

b @ @

c. Navigate to Near End option in left pane and select Camera option in
Near End Sources pane to access presets and camera controls

d. Select Preset 1 or use Tandberg remote to manually position camera to
face back row of chairs
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3. Load Presentations (if applicable)

a.
b.
C.

Using Crestron, navigate to Near End option in left pane
Select Desktop PC in Near End Sources pane
Load presentation or document onto PC sitting in credenza near front of
room, below projector screens
Confirm presentation is queued at starting slide and is displayed on right
projector screen
Test presentation remote functionality, ensuring slide advancement works
properly

I. Return presentation to starting slide

ii. Place clicker on table in front of back row chairs
Using Crestron, select Camera in Near End Sources pane, to return
right projector screen to camera display

4. Verify connectivity to VTC bridge
5. Verify connection to Audio Bridge by confirming that audio line is broadcasting
through VTC speakers

a.

Using Polycom telephone on back row table or cell phone, dial 1-877-512-
3581

Participant Code: 888454

Speak into phone and listen for phrase being repeated through VTC
speakers; if words are not echoed through speakers, advise meeting
operator to connect VTC to audio bridge

6. Conduct Audio and Visual Check with Local VTC POCs

10
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a. Visually confirm participaing sites are online, marking off all sites that
have a video connection on the Pre-Meeting Checklist; site grid will
automatically be displayed on left projector screen

b. Visually confirm video output from room camera is being displayed on
right projector screen

c. As Local VTC POCs become available and in view, conduct an audio call
and response check and mark off Pre-Meeting Checklist accordingly

d. Refer to Troubleshooting Procedures in Attachment 4 if participating

sites are experiencing audio/visual connectivity or fidelity issues

FL Miami SCO HI Honolulu PIRO

K

v ? tors Room
O AFSCDirec
WA ttle NR

7. Conduct Camera Preset Check
a. On Crestron remote, navigate to Near End option in left pane
b. Select Camera option in Near End Sources pane to access presets and
camera controls
c. Select each Preset and ensure they are consistent with the Preset Schema
documented in Attachment 1 - Camera Configuration
i. Refer to Programming Camera Presets if presets are incorrect
ii. Be prepared to manually operate with camera with Tandberg
remote
d. Return camera to Preset 1 or use Tandberg remote to manually position
camera to face back row of chairs

Host Meeting
Meeting Operator Actions

1. Using muted endpoint, MCU, monitor and troubleshoot fidelity of participating
sites’ audio and video connections during call

11
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Use operator endpoint to audio / visually observe call stability and fidelity
On MCU, click F-Call link under Active Conferences section
Click Participants tab and review messages displayed in status column
If a particular site is experiencing an issue, click on link to site’s endpoint
and review Statistics tab
i. Review statistics for dropped packets and other pertinent
information
e. Click Diagnostics tab for additional information related to endpoint
2. Meeting Close Out
a. Refer to screenshots of participating site’s gatekeeper settings and revert
configuration to original settings
Technical Meeting Host Actions

oo o

1. Meeting Kick-Off
a. All troubleshooting and pre-meeting checks will promptly conclude at
12:45 PM, at which time meeting doors open
b. Meeting commencement occurs at 12:55 PM
i. Using Crestron tablet, select Preset 3 or use Tandberg remote to
manually pan and zoom camera in on center 3-4 meeting attendees
along back row
Ii. Using Tandberg remote, unmute VTC microphone, mark off
checklist
iii.  Unmute Polycom microphone, mark off checklist
Iv. Provide Federal Management and Federal Meeting Host with
current status of systems, and advise that meeting can commence
2. Operate Camera During Meeting
a. Ensure camera remains panned and reasonably zoomed on person
currently speaking
b. Use presets on Crestron control, when available
c. Use Tandberg remote to manually pan and zoom to further dial-in camera
angle, and as a contingency measure when presets are malfunctioning or
improperly programmed
3. Regulate VTC Volume
a. Use volume controls on Tandberg remote to manually compensate for the
variance in broadcast levels of different participating sites
i. Example: If Miami site audio volume was too loud, use Tandberg
to lower volume
4. Broadcast Presentation (if applicable)
a. Using Crestron, navigate to Near End option in left pane
b. Select Desktop PC in Near End Sources pane
c. Confirm presentation is queued at starting slide and is displayed on right
projector screen
i. Federal Meeting Host may now begin presentation

12
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d. Using Crestron, select Camera in Near End Sources pane, to return
right projector screen to camera display at conclusion of presentation
5. Monitor Site Connectivity
a. If asite visually disconnects during call, refer to Troubleshooting
Procedures in Attachment 4
6. Perform Meeting Closeout
a. At conclusion of meeting, advise Meeting Operator to maintain
connectivity with Science Centers to facilitate Science Board meeting (if
second meeting is scheduled to proceed)
I. Confirm second meeting occurrence with Front Office Chief of
Staff
b. If a scheduled meeting does not immediately follow the F-call, disconnect
from VTC bridge and shut down VTC system
I. Use Tandberg remote to disconnect from NMFS VTC bridge by
pressing red hang up icon
ii. On Crestron tablet, navigate to System on bottom of left menu
pane, then select Shutdown

F-Call Debriefing

1. Attendees
a. OCIO Senior Management
b. Meeting Coordinator
c. Technical Meeting Host
d. Operator
2. Time & Location
a. Occurs at approximately 2:00pm, immediately following F-Call meeting
b. In 14836 or the Federal Operations Manager’s office, as determined by
Operations Manager or designee
3. Agenda
a. Review pre-meeting checklist
b. Identify and discuss areas of improvement to the F-Call support model
c. Meeting Coordinator records action items and follows up

13
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Attachment 1 - HQ Camera Configuration

1. Programming Camera Presets

a.
b.
C.

e.
2. Preset

On Crestron tablet, Navigate to Near End option in left pane

Select Camera option in Near End Sources pane

On Crestron tablet or Tandberg remote, manually pan and zoom camera to
desired position

On Crestron tablet, press and hold the Presets number corresponding with the
camera’s current position, as noted on the Presets Schema

Repeat steps a — d for each preset
Schema

71 @ & -4
s | @ ® s
il @ [°
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Attachment 2 - F-Call Units Not Registered to the NMFS VTC Gatekeeper

Updated 9/11/14
The following F-Call endpoints are not registered to the NMFS VTC Gatekeeper

AKR Juneau, AK AK/Juneau/0073

SER St. Petersburg, FL SRO/7007

15
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Attachment 3 - HQ Troubleshooting Procedures

Projector does not initialize and screens do not lower when Start a Video Conference is

selected on Crestron tablet, and/or VTC equipment is unresponsive to tablet controls
(tablet may display “Disconnected, trying to reconnect..” message)

1.

3.

4.

Identify power button on right-front side, bottom rack of VTC unit, which is
located in the credenza at the front of the room, below the projector screens
Power system off and wait for screens to fully raise and projectors to retract into
the ceiling, which can take up to 5 minutes

Power system on at front of VTC unit

On Crestron tablet, select Start a Video Conference to reinitialize system

NOTE: Due to amount of time required to reboot system, reboots should not be
performed after 12:40PM

Connection between HQ/Front Office and VTC bridge intermittently drops or fails to

connect during Meeting Setup

1.

Identify power button on rear of VTC unit, which is located in the credenza at the
front of the room, below the projector screens

Power off unit for approximately 15 seconds, then power on

If connectivity issues persist and inactive network ports are determined to be the
cause, escalate directly to Network team

If connectivity issues persist and inactive ports are not the cause, contact Service
Desk to determine if Nagios is reporting hosts as being down, and escalate to
Network Team

e Connection between HQ/Front Office and VTC bridge is interrupted during F-Call
Meeting

1.

Technical Meeting host notifies Meeting Chair that if connection is not re-
established within 30 seconds, meeting should be paused for 2 minutes to allow
for participating sites to connect to teleconference bridge

. Technical Meeting Host contacts Meeting Operator on private line to troubleshoot

connectivity issue

a. Reboot of VTC system is prohibited at this time

Technical Meeting Host works with Meeting Coordinator and/or Operator to
notify Local VTC POCs that they should connect to teleconference bridge to
resume participation in meeting

e Participating sites experience connectivity issues during Meeting Setup

1.
2.

Meeting Host speaks with Meeting Operator over the air to troubleshoot issue
Meeting Host contacts participating site POC and advises to reboot VTC system,
and reminds POC that troubleshooting efforts will conclude at 12:45PM ET,
referring to Attachment 4 for the contact list

a. Direct POC to join teleconference bridge if issue cannot be resolved

e participating site disconnects during F-Call Meeting

1.

Technical Meeting Host advises Meeting Coordinator on which site(s) dropped

16
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2. Meeting Coordinator contacts participating site(s) POC and advises them to
connect to teleconference bridge to resume meeting participation, referring to
Attachment 4 for the contact list

3. Immediately after call, Meeting Operator performs a Root Cause Analysis
(RCA)and the Meeting Coordinator schedules an RCA Review to occur the
following day (pending availability) to include the following attendees:

a.

o0 o

f

Technical Meeting Host
Meeting Coordinator
Meeting Operator

OCIO Operations Manager
RITC for site

Local VTC POC

4. Following the RCA review, the Meeting Coordinator and the Meeting Operator
collaboratively develop an After Action Report and email the report to all RCA
Review meeting attendees to address actions and issue resolution.

Projector bulb malfunctions or experiences failure

1. Contact VSGI

a.

1.888.882.7378

b. Video-support@vsgi.com

17
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Attachment 4 - Site List and Contacts

For Regional Office and Science Center contacts, please refer to Regional Call List.

18


https://docs.google.com/a/noaa.gov/spreadsheet/ccc?key=0AhRJTB3FShtzdEdLd1pRUmwxLWxOTG4zTlJ5anZjLUE&usp=sharing#gid=0

NMFSPD 32-109-01

Attachment 5 - Pre-Meeting Checklist

The Pre-Meeting Checklist template is below. This checklist is maintained in the "NMFS VTC
Support Tracking" spreadsheet, tailored for each call.

F-Call Meeting VTC Support Information & Checklist

Audio Bridge: 1.877.512.3581 Meeting Operator. | Meeting Coordinator: | OCIO Management POC:

Participant Code: 888454 Name Name Name
Cell Cell

Leader Code: 468930# Cell

Site A/V Check

Site Video Check Audio Check | Phone Bridge Comments

HQ F-Call
Silver Spring

AKR
Juneau (Fed Bldg)

AKC
Juneau (TSMRI)

AKC
Seattle

GAR
Gloucester

NEC
Woods Hole

NWC
Seattle (NCO)

WCR
Seattle (NRO)

WCR
Portland

SEC
Miami

SER
St. Petersburg

SWC
La Jolla

PIC
Honolulu

PIR
Honolulu

System Check

All camera presets tested and functioning properly

VTC microphone unmuted prior to conference start

Audio bridge connected and microphone unmuted prior to conference start
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